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Telnet 171
unsichere 35
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Microsoft Windows 277
Norton Internet Security 270
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Outlook 141
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Pretty Good Privacy (siehe PGP)
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Phisher 244
Phishing 168-169, 243, 243-253, 311
Phishing-Trojaner 251
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PIN/TAN-Verfahren 162
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Pointer 54
polymorpher Virus 205, 219
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Programm-Download 65-68
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serverseitige 93—94
Promiscuous Mode 191
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PPP 311
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Provider 312
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Proxy 192-197, 266
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REC 24, 78, 120, 312

ROTI13 148

Router 27,31, 162, 190, 262
Routing 22, 25, 31

S

Sandbox 88
Sasser-Wurm 213-215
Schadlinge 213
Schliissel 52, 54, 139, 148
Lange 140, 151
offentlicher 148, 304
privater 148,304
Secure Shell 171
Secure Sockets Layer 148, 313
Server 32,312
serverseitige Programmiersprachen 81, 93
Serververwaltung 116
Servlets 86, 312
SETI@home 69
SGML 312
Shareware 312
Shortcut-Icon 255
Sicherheitsbewusstsein 243
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SSH 171,313
SSL 151,313
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Stealth-Virus 205, 219
Streamer 49
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Switch 191
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Norton AntiVirus 211, 238
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147-151, 313
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Tag 314
Tag, HTML 75
TAN 162, 223,252
Tarnkappen-Virus 205, 219
TCP 20,22-24,121, 314
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Header 23
Segment 23
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TCP/IP 21-26, 32, 60, 314
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Transaction Number 162 236-240, 293
Transmission Control Protocol (siehe TCP) Updates 236
Transmission Layer 22 Zuverlissigkeit 240
Trojaner (siehe Trojanisches Pferd) Virenschutz
Trojanisches Pferd 5, 68, 205, 218—220, Software 232, 236240
226-230, 251, 253258, 265, 314 Verhaltensmaffnahmen 232-236
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Back Orifice 206, 224-226 ActiveX 217
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Distributed-Denial-of-Service-Attacke Boot 217
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NetBus 206 Hybrid 218
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SubSeven 206 Makro 218
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Verbreitung 224 polymorph 205,219
Wirkungsweise 223 speicherresistent 204
Trusted Shops 158-160 Stealth 205,219
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VBScript 217

(siche auch Wurm)
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asymmetrisch 139, 304 Webmail 124. 137
Verschliisselungsverfahren Accounts 1’37
HBCI 163

Webroot Spy Sweeper 68

PIN/TAN, 162 Webserver 16, 315

verstecke Freigaben 60 .
Website 315
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- Webspace 315

Windows 52

Vi K 146 Well Known Ports 18
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neu installieren 287-292
Service Packs 289, 290
Updates downloaden 291
Windows Scripting Host, deinstallieren 59
Windows-Freigabe 60
Windows-Registry 257
WinOnCD 49
WinPT 53, 141
Wireless LAN (siche WLAN)
WLAN 45,316
WordPerfect Mail 123
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Zip-Laufwerk 47

Zombies 134,316

Zombimeter 134

ZoneAlarm 267

Zuordnungen dndern, Windows 58

Index | 325

il



