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further analysis identifies Microsoft IIS 6.0





modification of behavior and fingerprint





initial analysis identifies Apache 2.0.52
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HTTP/1.1 200 OK


Date: Tue, 18 Dec 2007 10:10:25 GMT


Server: Apache/2.0.52 (CentOS)


Accept-Ranges: bytes


X-Powered-By: PHP/5.1.6


Keep-Alive: timeout=5, max=10


Connection: Keep-Alive


Transfer-Encoding: chunked


Content-Type: text/html















































( Maximum (9 * 22) Fingerprint Hits per Implementation





Repeat for every fingerprint element


(approx. 22 times)





Repeat for every test request


(9 times)





Show computed Results and Data





Open TCP Connection to Destination Port








HTTP/1.0 200 Found


Date: Tue, 18 Dec 2007 10:10:25 GMT


Server: Microsoft-IIS/6.0


X-Powered-By: ASP.NET


Set-Cookie: user=Marc; Path=/ 


Connection: keep-alive


Keep-Alive: timeout=7, max=15


Accept-Ranges: bytes


Content-Type: text/html

















Count identified Matches per Implementation











Find Fingerprint Element in Database











Dissect Response for Fingerprints











Send Request X to provoke Response
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ASP.NET
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Configuration





HTTP/1.1 200 OK


Date: Tue, 18 Dec 2007 10:10:25 GMT


Server: Apache/2.0.52 (CentOS)


Accept-Ranges: bytes


X-Powered-By: PHP/5.1.6


Keep-Alive: timeout=5, max=10


Connection: Keep-Alive


Transfer-Encoding: chunked


Content-Type: text/html





GET





200





X-Powered-By





Vary-Order





Vary-Delimiter





Vary-Capitalize





Pragma





Options Public





Options Delimiter
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Consolidation and Reporting Engine





Parsing and Fingerprinting Engine
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